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Connectivity to OPTIME

In 5 steps to the connection     - see following slides for details

Decide on a connection solution – align with your IT: enable an existing network or set up a separate network solution

Send us your OPTIME tenant ID and device serial numbers of SmartCheck and ProLink systems you want to connect

Download the Schaeffler Cloud Onboarding Files (SCOF) from your OPTIME tenant file area

Upload the SCOF files to the devices, navigate to the QR codes in the configuration/communication menu

Use the OPTIME app with the QR codes to map the new devices into your OPTIME asset structure
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Customer proxy settings

Connectivity to OPTIME

Customer one-pager: Onboarding procedure end-to-end
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Registration &
Validation
process

Customer
Environment

Provide list of device 
serial numbers
and Tenant IDs

OPTIME cloud backend

OPTIME app Dashboards

Process generates SCOF* files and stores 
it in OPTIME tenant file sharing area

*SCOF = Schaeffler Cloud Onboarding File
Contains device license, cloud configuration details 
and authorization information in one step

Download 
SCOF* files

Upload SCOF files

Scan QR 
codes

Authorized 
and secure 
connections

Link sensor 
channels to 
machines

Use app and 
dashboards 
as known 
from OPTIME

One time to 
allow route to 
Azure IoT Hub

or
Separate LTE 
router solution

Precondition: Schaeffler OPTIME tenant and service contract is in place

cm_device_onboarding@schaeffler.com

No Schaeffler OPTIME tenant yet? Please contact us at optime@schaeffler.com
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Connectivity to OPTIME

Details on steps 1 and 2
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OPTIME: Provide tenant ID 

SmartWeb software of SmartCheck/ProLink:
Provide device serial number 

OPTIME: Download Zip file with SCOF files 

Download from here

SmartWeb software of SmartCheck/ProLink:
Upload appropriate SCOF file for each device

Browse the appropriate file and upload to device
*SCOF = Schaeffler Cloud Onboarding File
Contains device license, cloud configuration details 
and authorization information in one step
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Connectivity to OPTIME

Details on steps 3 and 4
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SmartWeb software of SmartCheck or ProLink: After upload
Schaeffler Cloud job and communication channel are visible

In case of ProLink, 
a QR code is 
displayed for each 
channel

OPTIME App: Onboard channels to OPTIME tenant

OPTIME Dashboard and App: Check your new sensors/data

✓ new icons

✓ coexisting with 
OPTIME

✓ all dashboards 
usable
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Connectivity to OPTIME

Details on step                           Proxy setup or Separate LTE router solution

Proxy setup in customer IT solution:

➢ IT can fully control traffic by proxy based limited permissions

➢ reuse existing IT infrastructure

➢ only encrypted outbound traffic!

Separate LTE router solution:

➢ separate network / LTE router setup

➢ no interference in the existing IT infrastructure

➢ only encrypted outbound traffic!
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IT proxy rules

IT needs to allow outbound traffic to:

ssf-iothub-prd.azure-devices.net
via port: 8883

The following port needs also to be 
allowed, if not yet:
https port: 443

✓ MQTT protocol
✓ SSL secured

OPTIME OPTIME

Use any LTE router setup 
accepted by IT department.

Schaeffler can recommend a 
solution if required.

✓ MQTT protocol
✓ SSL secured
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